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MARCH 2022: RRN, A KEY COMPONENT OF THE CAMPAIGN

The detected campaign is centred around the media RRN, created a few days after Russia invaded
Ukraine.

RRN, an online media outlet linked to Russian websites

Creation of the RRN website

On 10 March 2022, the domain name rrussianews[.Jcom’ (Reliable
Russian News) was registered in Russia. RRN presents itself as an |caesar: commentla France estimpliquée

independent media outlet publishing “fact-checked information” | dens«descrimes degueme R

mainly concerning the war in Ukraine. Lescanons ausomoeus CAESAR sont vpliqués dans ke bombarterent de

villes et de villages pacifiques dans I'est de I'Ukraine. Le gouvernement
francais le savait-l lorsqu'il les a envoyés ? Bien siir que oui |

Available in several languages?, probably thanks to an automated
translation software, RRN has developed an editorial line based on four
main themes: (1) The alleged ineffectiveness of sanctions targeting
Russia, which would above all negatively impact European States
and/or their citizens; (2) The alleged Russophobia of Western States;
(3) The barbaric acts allegedly committed by Ukrainian Armed Forces,
and the neo-Nazi ideology that would predominate among Ukrainian Article published by RRN
leaders; (4) The negative effects on European States that would (source: rrn[-Jworld)
allegedly be generated by the hosting of Ukrainian refugees.

Since 15 March 2022, at least seven official Facebook pages of the Russian diplomatic network have
shared URLs leading to the RRN website. This is notably the case of the Russian embassies in Bangladesh,
Malaysia and Slovakia (see Annex 1)3.

Three months after its creation, RRN administrators sought to dissimulate their links with Russia by
changing the name of the media, which then became Reliable Recent News. On 6 June 2022, the domain
name rrn[.Jworld was registered, and rrussianews[.].com was set up to redirect traffic to the new domain
name. However, Cyrillic characters continued to appear in certain articles published on rrn[.Jworld.

rrn.world E

Links
Video: Welcome to Russia!
Unique nature, delicio isine
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conditions for life — all this is Russia.

Submitted URL: rrussianews.com/
Effective URL: rrn.world/
Submission: On October 10 via manual (October 10th 2022, 3:55:09 pm UTC) from US®E  — Scanned from DE B8
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Page URL History

This captures the URL locations of the websites, including HTTP redirects and client-side redirects via JavaScript or Meta fields.

A rrussianews.com/|

rmaworicy [T

Traffic redirect from rrussianews[.Jcom to rrn[.Jworld (source : Cyrillic characters in an article of RRN media (source:

tirlecan in) renl TaArlAY

Links between RRN and the pro-Russian War on Fakes fact-checking platform

The first articles published on RRN website were identical copies of articles previously published on the
fake Russian fact-checking website War on Fakes, launched a few hours after Russia invaded Ukraine.?

1 Regarding the malicious nature of the actors responsible for the RRN campaign, domain names and URLs in this report have
been demilitarized. VIGINUM advise taking all the precautions of use when accessing these resources.

2 French, English, German, Italian, Chinese, Spanish, Arabic),

3 Source : Crowdtangle

4 War on Fakes is a fake fact-checking website publishing in multiple languages used by Russia to deny the accusations that Russia
has committed war crimes since it invaded Ukraine.
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Quickly identified for its role in legitimising the Russian “special military operation” and discrediting the
Ukrainian State, War on Fakes has also been amplified by at least 65 official Facebook pages and 24
official Twitter accounts of the Russian diplomatic network (see Annex 2). Moreover, War on Fakes the
administrator’s login page has been set up to redirect traffic to rrussianews[.Jcom, thereby establishing
a technical link between the two websites.

The domain name waronfakes[.Jcom was registered on 1 March 2022 and was updated a year later by
Timofey VASILIEV,® a Russian citizen known for having worked for ANO Dialog®. Dialog is an
organization created in 2019 under the supervision of the Russian Presidential Administration and the
Department of Information Technologies of Moscow city. In charge of a portion of the public relations
and communication strategy of Moscow, ANO Dialog has been accused of conducting online
propaganda activities on behalf of the Russian State’.

Technical link between rrussianews[.Jcom and
War on Fakes articles available on RRN waronfakes[.Jcom (source: twitter.com/olli_kahn)

(eniirce: renl Twarld)

Meta’s attribution of the campaign to two Russian companies

On 15 December 2022, Meta publicly attributed the RRN campaign to two Russian companies®:
“Structura National Technologies” (Struktura)® and “Social Design Agency” (Agentstvo Sotsialnogo
Proektirovania)'®.

Created in 2009, Struktura is a company specialised in the development of IT tools. With more than 500
declared "experts and specialists” and five branches (in Moscow, Saint Petersburg, Smolensk, Nizhny
Novgorod and Krasnoyarsk), Struktura counts several Russian government institutions among its clients,
such as the Russian Ministry of Internal Affairs (MVD), the Government of Moscow city, and the State
Duma of the Federal Assembly (lower chamber of the Federal Assembly of Russia)'. On its website, now
offline, Struktura proposed some 40 IT products, including 13 that were explicitly labelled as being
developed for the Russian State. The company has notably designed a solution for “monitoring and
analysing the informational space”, an “information security” solution and a product called
“Information Security Portal for DIT”, an abbreviation of the Department of Information Technologies
of Moscow, under whose supervision ANO Dialog was created.

Founded in 2017, ASP is a digital marketing company located in Moscow, notably working in “films and
video production and editing” and in websites’ translation and creation. On the 24 clients’ list declared
on the ASP website, 21 are also clients of Struktura, including Russian governmental institutions.
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In addition to their customer’s list, Struktura and ASP are run by the same director, llya Andreevich
GAMBASHIDZE,'? a famous “political technologist” (polittekhnolog) and former assistant to the Prefect
of the Northern Administrative District of Moscow, Oleg MITVOL. After studying Sociology and Political
Science, and specializing in Political and Electoral Systems in local governments,’ llya GAMBASHIDZE
was adviser to Pyotr TOLSTOY, Deputy Speaker of the State Duma, whom he accompanied to a summit
of the Council of Europe in 2017.1

JUNE-SEPTEMBER 2022: INCREASING NUMBER OF MANOEUVRES

avisindependent].]eu, a fake media outlet analysing the war in Ukraine

Creation of the avisindependent][.Jeu website

In June 2022, VIGINUM identified a now-offline website affiliated with the RRN campaign, called La
France indépendante, registered on 1 June 2022 under the domain name avisindependent].Jeu.

Presenting itself as a media outlet publishing “news and analyses on the war in Ukraine”,
avisindependent[.Jeu published content replicating narratives often employed by Russia such as the
Eastern expansion of NATO seen as a threat to Russian interests or the alleged desire of Western States
to erase Russian culture.

LA FRANCE Ry e
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Archive of La France indépendante main

naoe (eniirce - avicindenendent! lein)

The Russia-hosted website avisindependent[.Jeu, was registered by the
company NetBuzz. The email address netbuzzproduction@gmaill.Jcom
redirects towards the VK and Instagram accounts of Mikhail Andreevich
CHEKOMASOV,"”® co-founder of Hustle Media® (000 XAC/1 MEAWA), a
company specialised in managing influencers on social media and blogs.

Pass in the name of Mikhail
Chekomasov (source: vk.com)

2 inba Anppeesny TAMBALLMAZE. Tax identification number: 771401746465.

3 https://www.dissercat[.Jcom/content/osobennosti-razvitiya-mestnogo-samoupravleniya-v-rossiiskoi-federatsii-v-kontekste-
transform et https://cyberleninka[.Jru/article/n/osobennosti-vyborov-v-predstavitelnye-organy-vlasti-mestnogo-samoupravleniya-
v-2005-g-1

™ https://assembly.coe.int/LifeRay/APCE/pdf/SCs/2017/AS-PER-2017-PV-01-EN.pdf

5 https://vk.com/net_buzzz ; https://instagram.com/net_buzzz

6 https://www.list-org.com/company/11783729/



The phone number contact of Hustle Media was registered under the name “Micha Netbus”. Micha is
short for Mikhail, which corroborates the hypothesis according to which Mikhail CHEKOMASOV would
have registered the domain name of La France Indépendante. In addition, a photo of a conference
access badge published on the VK account of Mikhail Andreevich CHEKOMASOQYV is further evidence
of his ties to Netbuzz."”

In 2012, Mikhail CHEKOMASOV founded the OFFICE IN RUSSIA OFFICE IN CHINA:
company Palmira Trade'™ (000 NAbMUPA
TPEMA) together with Kirill Vitalievich
KALASHNIKOV, who is also the head of the
influencer management company Lideri
Mnenii (000 NNAEPbI MHEHWI). This company,
also known under the name IPTeam or Veul,”®
has already been identified by the French |®*"™™ oreemenne
news magazine Marianne?® for having tried to :
contact French influencers in order to ask ‘  re)
them to publish pro-Russia content in the S | Sogg T . T
context of the war in Ukraine. Mikhail 5 . MCERR ad B -
CHEKOMASOV is presented on the | . 4 e 2 E
company’s website as a member of IPTeam’s | oo
management, just like Anton K. ERLBAUM, -
cofounder of Hustle Media, and Deputy Location of the companies Hustle Media and IPTeam (sources:
Director of IPTeam. hmd[.Jone and ip[.]Jteam)

In addition, the companies Hustle Media and
Lideri Mneniy/IPTeam/[Veul are located in the
same buildings in Russia and in China.

Fake accounts posting pro-Russia and anti-Western satirical cartoons

To increase the visibility of avisindependent][.Jeu, several social media
accounts were created, mainly on Facebook and Twitter. In addition
to reposting links to La France Indépendante website and to |
rrn[.Jworld, these accounts posted pro-Russian, anti-Western and anti-
Ukrainian satirical cartoons.

One of the main accounts was called Milana KRYSTEL, a fictional
person presented as a French citizen who opposed the war in Ukraine.
Created on 21 June 2022, this avatar, mentioned by several accounts
within the RRN campaign scheme, is at the origin of a petition entitled
“No Weapons in Ukraine” published on change.org.

iommnz 20N

Facebook account “Milana Krystel”
(source: facebook.com)

The cartoons posted on these social media accounts and on avisindependent[.Jeu came from two main
sources: memhouse[.Jonline and the Telegram channel @VoxCartoons.

Information found on memhousel[.Jonline

Created on 15 April 2022, memhouse[.Jonline presents itself as an image bank, sharing cartoons mainly
about the war in Ukraine. Several cartoons published on accounts affiliated with the RRN campaign
seemed to have come from this website.
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According to data from reg.ru,?' the domain memhousel[.Jonline, which has since been removed, was
registered by a Russian national living in Moscow, Andrey SHUBOCHKIN.

Hudopmaywa peecTpa

Whois data for memhouse[.Jonline (source:
reg.ru)

Information found on the Telegram channel @VoxCartoons

Russie en France &

One of the main sources of cartoons published
during the RRN campaign is the Telegram channel
@VoxCartoons. Created on 2 April 2022, this channel
publishes satirical cartoons mocking certain
European leaders, accused of being used by the
United States in their management of the conflict in

lisation du gouvernament - Rus

La .,olldantc européenne en
action.

Ukraine. - Gk
B ‘ %—/ 1{\ pe _4 (i“;n’h‘)\
Satirical cartoons published on the @VoxCartoons '/za. ( \ ;
channel had also been relayed by the Russian Mu ; -
H H H H Russian Fmbassy, UK at 7 autres

diplomatic network, especially on the Twitter
account of the Embassy of Russia in France on Cartoons of @VoxCartoons published on the Twitter account
23 March 2022. It is important to note that this of the Embassy of Russia in France (source: twitter.com)
happened one week before the Telegram channel

@VoxCartoons was created.

Creation of websites accusing Ukraine and Western States of war crimes

truemaps|.Jinfo, a website listing the children killed in the Donbas region

rrn[.Jworld and several social media accounts affiliated with the RRN campaign published links to
truemaps|.Jinfo. Created on 30 June 2022, this website shows an interactive map representing all the
countries providing arms to Ukraine, including France, as well as a list of children who have allegedly
been killed in the Donbas region because of the delivery of these weapons.

21 Reg.ru is a Russian company that registers domain names, and in particular is responsible for registering .ru and .p$. domain
names.

6



YOU KILL CHILDREN IN DONBAS, UKRAINE
DI X

truemapsL.Jinfo website (source: truemaps[.Jinfo) Cyrillic characters “M” in the source code (source:

triiamancl TinfA)

An examination of the source code of the truemaps].Jinfo revealed the presence of Cyrillic characters,
suggesting the involvement of Russian speaking actors in its design.

tribunalukraine[.Jinfo, a website on “the war crimes committed by the Ukrainian armed
forces”

Registered on 5 October 2022, tribunalukraine[.Jinfo presents itself as a website aiming to restore “the
truth that the media are hiding from us”. It publishes articles and videos in five languages®? on the
alleged “war crimes” committed by “Nazis in power” in Ukraine. According to the accounts sharing the
URLs towards tribunalukraine[.Jinfo, the website would be administrated by Germans.

“Open Opinion” Facebook accounts: the first cases of typosquatting

“Single-use” accounts

During May 2022, the RRN campaign was behind the creation of a group of Facebook accounts targeting
French, German, Italian, Lithuanian, British and Ukrainian audiences.

Mainly called “Open Opinion”?3, these accounts used profile pictures that were either taken from a
German media logo or from images generated by artificial intelligence. These accounts were “single-
use” accounts (or burner accounts) used for one unique post. g Lizr=

Sponsorisé

In addition to posting cartoons from @VoxCartoons, the “Open Opinion” | e secrucane
accounts shared, via sponsored content, links to articles published on the |
RRN media website, the petition created by Milana KRYSTEL, as well as
typosquatted domain names®* of European national media outlets, § v

including the French media 20 Minutes. . | jg\ﬂE%E

20minuts.com/monde/43950692-483928384-L a-mise-en-
est-élucidée.php

Pubiicite supprimee

Containing many spelling errors and incorrect syntax, as well as {.\'\lllf(cRAlNE
outrageous language, the typosquatted websites analysed by VIGINUM :
were used to disseminate manifestly inaccurate or misleading content in
favour of Russian interests. Some of these articles were directly taken
from RRN.

Publication of an “Open Opinion”
account
(source: facebook.com)

22 German, English, Spanish, French and Russian.
2https://medium.com/dfrlab/russia-based-facebook-operation-targeted-europe-with-anti-ukraine-messaging-389e32324d4b
https://www.disinfo.eu/wp-content/uploads/2022/09/Doppelganger-1.pdf

24 "Typosquatting” is a technique consisting in registering domain names with deliberately misspelled names of well-known
websites to deceive users.

I
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« Les forces armées ukrainiennes battaient
les femmes avec bouteilles »
st ) o . cxm at L ffw] ]S
Les forces armées ukrainiennes battaient les femmes

g Tirer sur les civils, tuer les petits enfants et considérer son propre peuphe
avec bOUtel"ES comme traltres - voici est I'autre coté de 'armée ukrainienne !
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Article published on the typosquatted version of 20 Minutes Article published on the RRN website (source:
(source: 20minuts[.Jcom) rrn[.Jworld)

Use of a first network of bots

The RRN campaign has also used bots on Facebook, which disseminated URLs of typosquatted articles
in comments sections of Facebook pages of legitimate European media outlets. The Facebook page of
the German-speaking Turkish media outlet, TRT Deutsch, was also targeted in this manner. The accounts
involved had British-sounding names and used profile pictures mainly taken from VK accounts of

Russian nationals.

Jacqueline Rice
aaaaaa B0 oves

‘ Jacqueline Rice

Warum brauchen wir solche Opfer fur die Ukraine, wenn ein einfacher Deutscher

darunter leidet? https://www.bild.work/.../Langer-Winter-steht-bevor...

—anger Winter i
steht bevar

BILD.WORK
Langer Winter steht bevor

Jaime _Répondre _Voir la traduction

Account sharing links to typosquatted websites Sharing a link to a typosquatted website (source:
(source: facebook.com) facebook.com)

The use of bots generated operational security errors. Thus, some bots published links comprising two
different parts: in green, a URL redirecting to a fake article from Bild; in red, a URL redirecting to a Yandex
cloud using R7-Office software?® in which “veul_sas” is mentioned, which could refer to the company
Lidery Mnenii/lPTeam/Veul whose management team includes Mikhail CHEKOMASOV.

https://www.bild[.]Jwork/video/clip/video/Langer-Winter-steht-bevor-
62571136,auto=true.bild.php###wt_ref=https%3A%2F%2Frt3xiiintgl7veul_sas_808_469799614905c7e
39715fba79cd809f0.onlyoffice.disk.yandex.net%2F&wt_t=1663171191456

25 Russian subsidiary of the Latvian company OnlyOffice.






newsroad|.Jonline, an infrastructure similar to RRN

Created on 6 April 2022, alongside rrn[.Jworld, newsroad].Jonline publishes articles in German, French,
Italian, English and Spanish. Newsroad published links to articles on typosquatted media outlets and
shared cartoons from @VoxCartoons.

AUTO,SPORT  DIGITAL ~ FAMILIE  GESUNDHEIT  KULTUR  LEBENSSTIL
PANORAMA

https:/mewsroad.online/page/2/
https://newsroad.online/page/3/
https://newsroad.online/page/591/
https:/furlbox.online/FV1kYD?utm_campaign=eng1270
https:/furlbox.online/FV1kYD?utm_campaign=engl1279
https://urlbox.online/FV1kYD?utm_campaign=eng1296
https://urlbox.online/FV1kYD?utm campaign=engl1361
https://urlbox.online/FV1kYD?utm_campaign=eng1369
https://urlbox.online/FV1kYD?utm_campaign=engl377
https:/furlbox.online/FV1kYD?utm_campaign=eng1385
https://urlbox.online/FV1kYD?utm_campaign=eng1397

) https://newsroad.online/lebensstil/
X i
|
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Rock im Park/Rock am Ring: Technische Pannen beim Auftakt am
Freitag
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Links from the home page of the
newsroad[.]Jonline website

Newsroad website (source: newsroad[.Jonline)

To access fake articles of typosquatted domain names, the Newsroad administrators used
urlbox[.Jonline, a URL shortener allowing to hide the destination URL. The enumeration of urlbox[.Jonline
URLs using the login available on Newsroad made it possible to discover the redirects to typosquatted

https://urlbox.online/FV1kYD?utm_campaign=eng1298  https://video.bild.vip/article/02080KGCB.bild.html

https://urlbox.online/FV1kYD?utm_campaign=eng1302 https://bild-de.bild.pics/wozu-brauchen-die-deutschen-die-ukraine.bild.html

https://urlbox.online/FV1kYD?utm_campaign=eng1303 https://news.spiegeli.today/article/gaspreisexplosion-wer-bezahit-den-beschluss-der-bundesregierung.html
https://urlbox.online/FV1kYD?utm_campaign=eng1304 https://news.bild.pics/article/der-krieg-um-das-einmaleins-kann-nicht-gewonnen-werden.auto-true.bild.html
https://urlbox.online/FV1kYD?utm_campaign=eng1305 https://news.bild.pics/article/deutschland-kann-der-irrsinnigen-politik-einer-militaristischen-regierung-nicht-standhalten.auto-true.bild.html
https://urlbox.online/FV1kYD?utm_campaign=eng1306  https://www.faz.ltd/aktuell/politik/ausland/Die-Ukraine-ist-der-Kriegsverbrechen-Schuldig-50335838.html
https://urlbox.online/FV1kYD?utm_campaign=eng1307  https://rrn.world/de/aktuelle-nachrichten/oktoberfest-findet-statt/

https://urlbox.online/FV1kYD?utm_campaign=eng1308  https://www.bild.eu.com/politik/ausland/politik-ausland/Berlin-im-Schatten-26834224.bild.html
https://urlbox.online/FV1kYD?utm_campaign=eng1309  https://www.faz.ltd/aktuell/politik/ausland/Weniger-Brot-Butter-und-Bier-26077247.html|

Extract of URLs shortcuts using urlbox[.Jonline

websites and to rrn[.jworld.

Several URLs hidden behind urlbox[.Jonline also redirected to German, Italian, Latvian and French news
websites specifically created as part of the campaign.?® These websites published RRN articles, some of
which were written by avatars created as part of the campaign. These websites also had dedicated
YouTube channels on which they posted controversial videos about European States’ handling of the
conflict in Ukraine.

'WELTEREIGNISSE
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LeuM lugen, vertuschen:
MDR-Bericht offenbart deutsche

LIBERTA [ STAMPA

https://urlbox.online/FV1kYD?utm_campaign=eng1055 https://viedo-klis_Iv/tas-ir-vajadzigs-eiropas-komisijai-gada-beigas-latvija-paterina-cenas-bus-visaugstakas-eiropas-savieniba/
i I P I
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i-al-consumo-saranno-i-piu-alti-di-tutta-luni opea-verso-fi nno/

https://urlbox.online/FV1kYD?utm_campaign=eng1058 https://libera-st: it/secondo-la-c issi pea-si-fa-cosi-if
=] T
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The same article was published on four websites in its translated version




The investigations conducted by VIGINUM on newsroad[.Jonline and urlbox[.Jonline once again allowed
to identify Andrey SHUBOCHKIN as the registrant of these two domains.

Wudopmaymn peecrtpa Wudopmaumna peecTpa

Registry Admin ID: d2fecp5j7 1shyews

Whois data for newsroad[.Jonline Whois data for urlbox[.Jonline (source :

(source : reg.ru) reg.ru)

FEBRUARY - JUNE 2023: A NEW PHASE IN THE CAMPAIGN

Increased use of social media and sponsored posts

Content sponsoring as part of the RRN campaign

To increase its visibility and bypass the moderation measures implemented by Meta, the RRN campaign
paid for sponsored posts on Facebook. Since February 2023, more than 160 Facebook pages have been
identified by VIGINUM, posting more than 600 sponsored content containing links to articles and

websites linked to the campaign.?’

These ads can only be seen by a highly targeted group of users, chosen
by the page administrator. The published URLs, which seem ordinary,
contains hidden redirects to websites affiliated with RRN, using the
geofencing technique.?® Therefore, URLs contained within sponsored
posts redirect to different content depending on the user location.
For example, if a user logged with a French IP address clicks on a link
posted on a Facebook ad targeting France, he will be redirected to the
typosquatted website. If he is logged with a German IP adress, the
redirect won't work and a blank page will show.

@ Actif
Début de diffusion le 6 mar 2023
Piateformes @@

1D : 439929281642169

Voir les détails de la publicité

Shrewd vacation

Sponsorisé
Leute, ich bin schockiert!

Die Ukraine wurde als einer der unehrlichsten Staaten der
Welt anerkannt. Lesen Sie mehr im Artikel

Sponsored content targeting Germany
(source : facebook.com)

27 rrn[.Jworld ; typosquatted website; ukraine-inc[.Jinfo ; tribunalukrainel.Jinfo ; fake news websites in French
28 "Geofencing” is a targeted advertising practice that consists in defining geographic boundaries to target individuals who are in

or entering a given geographic area.

11



This modus operandi establishes a boundary around targeted users and limits the ability of any third
parties to map the infrastructure of the campaign. Moreover, there are at least two traffic redirects
before reaching the targeted website, in order to hide the campaign infrastructure and to protect it

over the long term. VIGINUM identified a server that had communicated with several domain names
used in the traffic redirects °.

29 |P of the 35[.]187.82.108. server Domain names: marvelgoodies[.Jcom, bighorn-advisors[.Jcom, gitver[.Jcom, raremotion[.Jcom.
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¥ JS
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Seript with redirection (from base64)

Simplified representation of traffic redirects

Use of a second network of bots

Since the end of May 2023, VIGINUM has detected activity from a network of Twitter bots sharing links
to websites involved in the RRN campaign in the reply field of tweets published by European media
outlets and political figures. As it is the case with Facebook, shared URLs redirect three times before
reaching the targeted website.

Cyrillic characters were identified in the redirects, suggesting the involvement of Russian or Russian-
speaking individuals in this operation. In particular, a URL found in one of the tweets made it possible
to detect Cyrillic characters in the source code of the related web page.*° Indeed, when displaying the
code, VIGINUM identified a base64 script.®

30 http://dsgnol.]Jbhylobil. Jwebsite/0468d
31 In IT, base64 is a data encoding technique using 64 characters.
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1AgICA="></script></div><script async="" class="embed-code-script_1QA" src="data:text/javascript;b
ase6d, Ly8g0IfQtNC10YHRjCDOstGLINCBALTQttC10YLQtSDOtNC+OLHQSNCyBLjRgtGMINGBOLLQvtCSINGBOL7QsdGBOYLQ
stC1OL30vdGLOLkganMiOLrQvtCe"></script></div></div></div></div></div></div></section></div></div>

Extract of the source code of the associated page (source: http://dsqno[.]bhylobi[.Jwebsite/0468d)

After decoding the base64, VIGINUM identified the chain of Cyrillic characters, on which it was written:

Decoded base64 (source: http://dsqnol.]bhylobi[.]Jwebsite/0468d)

“/] You can add your own js code here”.

Pursuance of media typosquatting

Since February 2023, VIGINUM has noticed an [ e 2

increasing number of impersonations of major French
and foreign media outlets3?, in order to publish pro-
Russian articles linked to the war in Ukraine (see Annex
3).

Le mandatd'arrét de Poutine est un verdict pour
I’Europe. Un nouveau pas vers la Troisiéme
Guerre mondiale.

Le mandal dareet contre le président Viadimir

The appearance of typosquatted websites is in every mmemm——
way similar to that of the media outlets they are
impersonating, the only difference being the visited
URL. The domain names of typosquatted media outlets
use the same source code as that of legitimate media
outlets: most of the links on the legitimate website are
downloaded on the typosquatted website, which lends

it credibility in the eyes of unsuspecting users.

T will hde

Article published on the typosquatted version of Le
Parisien (source: leparisienl.lltd)

To date, VIGINUM has identified four French media outlets that have been imitated: Le Parisien,
Le Monde, Le Figaro and 20 Minutes®3. For the most part not indexed by search engines, the articles
hosted on these typosquatted websites can only be accessed from the URLs in the sponsored content
posted on Facebook and Twitter. The investigations conducted by VIGINUM pointed to the existence
of at least 49 fake articles in Le Parisien, seven in 20 Minutes, one in Le Monde and one in Le Figaro, which
was the last media outlet whose identity was impersonated as of 8 June 2023.

Impersonation of government websites

Since 29 May 2023, the RRN campaign has been using the typosquatting technique to impersonate
French and German government websites in order to publish manifestly inaccurate or misleading
content. The identity of the website of the Ministry for Europe and Foreign Affairs was imitated and
used to publish a fake communiqué stating that a new security tax had been allegedly introduced on a
large portion of French financial transactions to fund support for Ukraine.

Simpeosju
Sponsorise

‘ ‘. La France introduit une nouvelle taxe!

France Diplomatie

Tous les citoyens francais doivent désormais payer 1.5 % sur chaque

L . 50> Actuslités du ministire transaction monétaire en faveur de [Ukraine

Introduction d'une taxe de sécurité (25 mai 2023)

Partager ¥ § In

Plus dinfo ici.... hitps:/axxleconsulting.com

Pupicte supprimee

s
HiNSTERE
B OFS APFAIRES
AR
ETRANGERES

France Diplomatie

Le ministre et son réseau

R Les ministres

re de I'Europe & ges AT

32 Germany United K

33 leparisien

Sponsored content redirecting to a fake
Ministry for Europe and Foreign Affairs

wehcite (corirce: facehank caom)

Typosquatted website of the French Ministry for Europe and
Foreign Affairs (source: dinlomatiel.lgouvl.1fm)



The same operation was observed on the website of Germany’s Ministry of the Interior, with the
publication of a fake press release on the alleged obligation for German households to host Ukrainian
refugees.

vkraine-inc[.]info, a website hosting an anti-Zelensky cartoon series

Created on 11 March 2023, ukraine-inc[.Jinfo is a website hosting
e a series of cartoons called “Ukraine Cocaine” targeting Volodymyr
ZELENSKY. The Ukrainian President is presented as a cocaine
addict manipulated by a freemason network, and constantly
asking Western States for money to enrich himself. According to
different accounts and websites publishing these videos, the

ukraine-incl.linfo homepage videos were allegedly made by French nationals.®* Furthermore,
the server associated with ukraine-inc[.Jinfo is hosted in Russia.

Posted on 11 March 2023 by the RRN official Telegram channel, @reliablerecentnews, the anti-Zelensky

cartoon went viral on a massive scale on 12 March 2023, when it has been published by @readovkanews,
the eighth most followed channel in Russia with 1.68 million subscribers. It has been viewed more than
891,000 times.3®

Afterwards, more than 30 other high-audience Telegram channels have also published the video on the
morning of 12 March, particularly channels of the public media outlet Ukraina.ru3¢or the FSB-linked
media NewsFront¥”. On Facebook, it was notably posted on the official pages of at least nine Russian
Houses (Pycckuii gom), institutions affiliated with the Rossotrudnichestvo agency of the Russian Ministry
of Foreign Affairs.3®

34 As a reminder, in August 2022, another cartoon series called “Stop Nazi Games” was attributed notably by the Russian
diplomatic network to a French animation studio called “Barracudas”. In this cartoon series, the Ukrainian President, pictured as
a puppet being controlled by a secret society, was sending his troops to attack the Donbas region and the blood of the victims
was turned into gold.

35 https://t.mefreadovkanews/54519/

36 Ukraina.ru is part of the Russian public media outlet Rossiya Segodnya holding, which also owns the Sputnik News agency and
the press agency RIA Novosti.

37 t.me/ukraina_ru/137086, t.me/SolovievLive/163610, t.me/newsfrontnotes/34506. Other channels include @intelslava,
@golosmordora, @svezhesti, @denazi_UA, @golosmordora, @neuesausrussland and @OstashkoNews.

38 The Russian Houses implicated include those of Ankara, Alexandria, Dar es Salaam, Kathmandu, Cairo, Mumbai, Ulaanbaatar,
Rabat and Tel Aviv.
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§A% Russian House In Kathmandu
L 5TAM @

- 95.142.46 51:80 (tcp/http) - lost seen on 2023-05-20 at 10:5%:15 UTC
The French showed the protagonist of the war in Ukraine,

sels ves for money.

s bloody meat grinder kils people who don want 1o fight. Children who dont want to die.

But for now dose Viadirir Zelashy il go o any rime, because he s wel pid for i ™ teweasst reuon Tao

by skent Europe.

Asset Software Pivots Analyt 1"

Server hosting the ukraine-inc[.]Jinfo website (source: onyphe.io)

Facebook post of the Russian House in
Kathmandu (source: facebook.com)

In addition to being the destination of the URLs published in the sponsored content on Facebook,
ukraine-inc[.Jinfo shares technical similarities with tribunalukraine[.Jinfo. The host servers of these two
websites were configured in a similar way, leaving open port 3000 dedicated to the development of
websites before putting them online.

Open ports on ukraine-inc[.]info host server (source: Open ports on tribunalukrainel[.Jinfo host server(source :
shodan in) chnadan in)

Creation of fake French-language news websites

On 24 February 2023, a year to the day after Russia invaded Ukraine, five websites presented as media
outlets with news in French were registered and hosted on the same server. Using French-sounding
names (La Virgule, Allons-y and Notre Pays), these websites publish news articles on French and European
internal politics, in which they criticize the French government, particularly its handling of the pension
reform. In the meantime, they include Russia’s recurrent talking points criticizing the effects of
sanctions imposed by the European Union against Russia or the alleged bias of Western media outlets,
accused of spreading false information to the detriment of Moscow.
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PAYS CANDIDAT INITIATIVES CONFRONTATIONS PERSONNES LOCALES

REGIONS PARIS MONDE

ALLONS-Y!

LA

£ ViRGULE FRANGE REBELLE - FRANCE et EU
REFORME DES RETRAITES

LES VOISING  CHEZNOUS NOUSETEUX LESLOIS

LA FRANCE

<[]
i iors ]
Qui a peint le Fiihrer frangais 7 Marseille : un record

d’homicides

ezt

: LA FRANCE ENTEND SARKOZY CONDAMNE |

.

Websites covering French news associated with the RRN campaign

Several elements make it possible to link these five websites to the RRN campaign. La Virgule was indeed
the primary broadcaster of the first episode of “Ukraine Cocaine”. In an article entitled “Zelensky is on
drugs”, La Virgule stated for the first time that the creators of the cartoon series were French. The
content of this article was replicated in sponsored posts on Facebook. In addition, La Virgule was
mentioned for the first time by RRN website, before it was even indexed by search engines. Moreover,
certain articles of La Virgule shared URLs to franceeteul.Jtoday, created on 24 February 2023 and hosted
on the same server as lavirgule[.Jnews.

Adventurous cars
e 11.03.202319:55

— ZELENSKY EST DROGUE

Les Frangais ont montré le héros principal de la guerre en Ukraine.

Sur Internet est apparue une caricature dans laquelle les auteurs ont présenté le président de [Ukraine,
comme ils disent, 3 son image naturelle.

Pour fargent, il vend des vies. Son hachoir & viande sanglant tue des gens qui ne veulent pas se battre.
Des enfants qui ne veulent pas mourir.

Mais pour une nouvelle dose, Vladimir Zelensky ira pour nimporte quel crime, parce quiil paie bien

Et le regu de la commande complétée, comme toujours, fermera 'Europe muctte.

Peut-étre sommes-nous élevés 7 les Crésteurs de cette vidéo de France demandent st promettent e
continuer les aventures du héros dans la prochaine série

Aéte de payer pour |a guerre d'un autre !

A suivre.

Contenu sponsorisé redirigeant Article diffusé sur « La Virgule »
vers "Ukraine Inc" (source : lavirgule[.]Jnews)
(source : facebook.com)
One of the authors of the La Virgule article uses the pseudoname “nochemiamisanta”, also used on the
allons-y[.Jsocial website. In the URL of certain articles published by Allons-y, there are the words “privet-
mir”, which can be translated from Russian as “hello world”.

SIHpekc nochemiamisanta

Monck KaptuHkn Bugeo Kaptel Toeapbl [epesogunk  Bce

H  Réforme des retraites: la réunion entre les chefs de file de la...
allons-y.social » privet-mir-5/
Comments. nochemiamisanta. test. 4 k

Mention of "nochemiamisanta” on La Virgule Mention of "nochemiamisanta"” on allons-y[.]social
(sotirce : laviroulel Tnews) (source : dzen.ru)



Several articles published on Allons-y also contain Cyrillic characters, which is probably the result of a
bad automatic translation from Russian to French.

The analysis of websites hosted on the same server as lavirgule[.Jnews enabled the detection of two
similar websites, also targeting a French-speaking audience: notrepays[.Jtoday and candidat[.Jnews.
Lastly, the configuration of error messages on allons-y[.Jtoday and candidat[.Jnews reveals that they
were very likely designed by Russian or Russian-speaking individuals.

[@WA-RANCE REBELLE

LES VIOLENCES POLICIERES
N'ONT PAS ETE JUGEES
ILLICITES

13.04.2023 2245 D0

Deux semaines aprés la mobilisation contre les méga-bassins de Saint-Soline, dans les Deux-Sévres, le débat se
poursuit sur le bien-fondé des mesures de maintien de I'ordre prises par la gendarmerie. Le ministére de I'lntérieur est
persuadé de l'infaillibilité de ses officiers.

Linspection Générale de la Gendarmerie Nationale (IGGN] ony6nukosana MALMIO O CBA3AX C HAeMHIKaMK 12 anpens [Elle y H3yuaeT ne cas de deux lirs.
de LBD effectués par des gendarmes du peloton mulsekuﬁgywﬂmtewenum I, partir de quads. [WCBMO OGLLIETO YNABNCHMS HALWOHANBHOM XaH12PMepHH

. L C e Halaexa
CTpaHnua He HaildeHa | - X + I e

allons-y.social
<« G B8 candidat.news

ALLONS-Y]

Presence of an error message in Russian (source: Presence of an error message in Russian(source : allons-y[.]Jsocial)
candidat[.]Jnews)

CANDIDAT

18



ANNEX1: RUSSIAN DIPLOMATIC NETWORK OFFICIAL FACEBOOK
PAGES INVOLVED IN THE AMPLIFICATION OF THE RRN WEBSITE

Interactions  Link

Followers  Date (GMT)

Embassy of Russia in Bangladesh 57773 Jul 12 2022 05:51:09 206 https://www.facebook.com/100064743754893/posts/413270720841050
Velvyslanectvo Ruska na Slovensku/ MoconecTso Poccum B CNOBAKMK "a8924 Jul 28 2022 11:37:47 117 https://www.facebook.com/100068847295360/posts/357656319872608
Moconberso Pocowm B Lsewuu - Russian Embassy in Sweden 3710 Aug 02 2022 11:30:38 60 https://www.facebook.com/100064560496880/posts/416439403851406
Embassy of the Russian Federation in Malaysia ‘6831 Aug 03 2022 09:10:23 27 https://www.facebook.com/100064825622970/posts/432115312292653
Pycckmid [lom B YnaH-Batope H1752 Mar 15 2022 17:55:48 8 https://www.facebook.com/760538317364501/posts/4897032750381683

Mar 15 2022 14:19:39
Mar 15 2022 14:14:50

5 https://www.facebook.com/100066478721190/posts/304743568418265
0 https://www.facebook.com/111041609025164/posts/4678646818931264

Pycckuid nom B PaBate / Maison russe & Rabat
Russian House in Kolkata Gorky Sadan

ooy

ANNEX 2: FACEBOOK PAGES OF THE RUSSIAN DIPLOMATIC NETWORK
HAVING PUBLISHED A LINK TO THE WAR ON FAKES WEBSITE

Ambasciata della Federazione Russa in Italia /[
MoconbctBo Poccnn B Utanum

Russian Foreign Ministry - MU, Poccun

Russische Botschaft in Deutschland |/ MNoconbctBO
Poccuun B FepmaHunm

Russian Embassy in Indonesia

Russian Embassy in Ethiopia - MNoconbctBo Poccun B
Sduonumn

Russian Embassy in the Philippines

Embajada de Rusia en Mexico

MoconberBo Poccum B LLBeumn - Russian Embassy in Sen
MoconbcTBo Poccun B CesepHoit MakeaoHumn/AMb6acasaa
Ha Pycuja Bo CeB.MakenoHuja

Embassy of the Russian Federation in Malaysia

The Embassy of the Russian Federation in Japan
Embassy of Russia in the USA [/ MNoconbctBOo Poccun B
CLWA

Russische Botschaft Wien [/ MoconbctBo Poccum B
ABCTpUH

MoconbcrBo Poccun B Ernnte [ Russian Embassy in Egypt
MoconbctBO Poccnn B MoHrosimm

Ambassade de Russie en France [/ NoconbctBo Poccum
B0o ®paHummn

Embassy of Russia in Australia

Embajada de Rusia en el Pery

KoHcynbckuit genaptameHt MU, Poccun

Ambasada Rusiei iTn Roménia - lMNoconbctBo Poccun B
PyMbIHUM

Ambassade de Russie en Tunisie [/ [oconbctBo Poccun B
TyHuce

Casa de Rusia en Buenos Aires

Russian Mission to UN in Geneva

Ambassade de la Russie au Sénégal

Russian Embassy in London

Ambassade de Russie en Algerie [ MoconbcTBo Poccun B
Amxupe

Russian Embassy in Norway

Embassy of the Russian Federation in New Zealand
Embajada de la Federacidn de Rusia en la Republica de
Chile

MoconbctBo Poccum B Kocta-Puke/ Embajada de Rusia
en Costa Rica

MoconbctBo Poccumn B YepHoropun [ Ambasada Rusije u
Crnoj Gori

MoconbctBo Poccumn B CuHranype - Embassy of Russia in
Singapore
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MoconbctBo Poccumn B Kenun [ Embassy of Russia in
Kenya

Russian Embassy in Reykjavik

MocTtosHHOe [MpeacTtaButensctBo Poccum npu OBCE /
Russian Mission to the OSCE

Consulate General of Russia in Cape Town

Ambassade de Russie au Bénin et Togo /[ MoconbcTBo
Poccuu B beHnHe n Toro

MoconbctBo Poccnn B Jlaoce Russian Embassy in Laos
MoconbctBo Poccun B AdranmcraHe | Embassy of Russia
in Afghanistan

MoconbcTBO Poccun B Pecnybnnke Kopes S5t 2{ A|OFCHAL
o

leHepanbHOe KOHCYNbCTBO Poccun B MoHpeane
Embassy of Russia to Malta

Consulado Geral da Federacdo da Russia no Rio de
Janeiro

Russian House in Colombo

Embassy of the Russian Federation in the Republic of
Ghana

MoconbctBo Poccuun B KasaxctaHe - Embassy of Russia in
Kazakhstan

MoconbctBo Poccun B Benbrm | Ambassade de Russie
en Belgique

Russian Consulate General in Edinburgh

Russian Embassy in Jamaica

Embassy of the Russian Federation in Sri Lanka and to
the Maldives

Russian House Chennai

['eHepanbHOe KOHCYNbCTBO PO B Ocake

Russian Delegation on Mllitary Security and Arms
Control

Embassy of the Russian Federation in the Kingdom of
Bahrain

Russian Canada-Pycckas Kanaga

['eHepanbHOE KOHCYNbCcTBO Poccum B NycaHe

MoconbcTBO Poccmn B dKkBagope

Consular Section of the Embassy of the Russian
Federation in Ireland

MoconbectBo Poccumn B 3umbabee |/ Russian Embassy in
Zimbabwe

Consulate General of Russia in Mumbai
Mpepctasutenscteo MU, Poccumn B KOxKHO-CaxannHcke
Embassy of Russia in Botswana

Russian Consulate General in Jeddah

[eHKOHCcybcTBO Poccmm B XapbuHe



[eHKoHcybCTBO Poccum B Hapse
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ANNEX 3: LIST OF 353 DOMAIN NAMES
CAMPAIGN (SOURCES: META, EU DISINFOLAB, VIGINUM)

INVOLVED IN THE RRN

rrussianews[.Jcom
memhouse[.]Jonline
avisindependent[.]Jeu
blld[.]live
bild[.]pics
rrn[.Jworld
welt[.]Jtours
dailymail[.Jtop
repubblical.]life
delfi[.]life
dailymail[.Jcam
dailymail[.]cfd
20minuts[.Jcom
ansa[.]ltd
rbk[.]kiev.ua
spiegel[.]ltd
truemaps[.]Jinfo
Ism[.]li
theguardian[.Jco[.Jcom
schlavespiell.]Jde
tagesspiegel[.]ltd
bild[.]Jasia
bild[.]Jvip
delfi[.Jtoday
delfi[.Jtop
reuters[.]Jcfd
rbk[.Jtoday
delfl[.]Jcc
spiegelr[.]live
spiegelr[.]Jtoday
t-onlinl[.]life
t-onlinl[.]live
t-onlinl[.Jtoday
spiegel[.]Jtoday
spiegel.fun
spiegel.quest
spiegel[.]Jfun
tonline[.]cfd
tonline[.]life
tonline[.Jtoday
spiegel[.Jink
spiegel[.]Jpro
sueddeutsche[.]Jonline
t-online[.]life
bild[.]Jeu.com
bild[.Jeu[.]Jcom
bild[.]llc
spiegel[.]Jco[.Jcom
zestiftung[.Jcom
spiegelil.]life
spiegeli[.]live
spiegeli[.Jtoday
welt[.]itd

faz[.]itd
t-onlinr[.]life
t-onlinr[.]live
t-onlinr[.]Jtoday
spiegel[.]Jagency
spiegelr[.]life
sueddeutsche[.]life
sueddeutsche[.Jtoday

sueddeutsche[.]me
nd-aktuell[.]Jnet
bild[.]Jexpert
obozrevatels[.Jcom
bild[.]ws

faz[.Jagency
nd-aktuell[.]pro
spiegel[.Jwork
sueddeutsche[.]Jcc
welt[.Jws
nd-aktuell[.]Jco
sueddeutsche[.]Jco
tagesspiegel[.Jco
welt[.]Jmedia
bild[.Jwork

faz[.]life

spiegel[.]Jcab
fraiesvolk[.Jcom
fraiepozition[.]live
fraiepozition[.Jonline
fraiepozition[.]site
fraiepozition[.Jstore
offinemainung].]info
offinemainung|.]live
offinemaining[.Jfun
offinemaining[.Jonline
offinemaining[.]Jpw
offinemaining[.]site
offinemaining[.]Jwebsite
werdunstorker[.Jfun
werdunstorker[.Jonline
werdunstorker[.]Jpw
offinemaiunng[.]Jonline
offinemaiunng[.]Jpw
offinemaiunng[.]Jspace
offinemanung[.Jonline
offinemanung].]site
offinemanung[.]Jwebsite
offinemaunng[.Jonline
offineminung[.Jonline
offineminung|[.]Jpw
offineminung].]site
offineminung[.]Jspace
offineminungl[.]Jwebsite
offinemiunng[.Jonline
offinemiunng[.]space
offinemizung[.Jonline
offinemizungl[.]Jwebsite
offinemnung[.Jonline
offinemnung|[.]Jspace
offinemunng[.Jonline
offinemunng[.Jwebsite
affinemainung[.]fun
affinemainung|[.Jonline
affinemainung[.]Jspace
affinemainung[.Jwebsite
affinemaiunng[.]Jfun
affinemaiunng|[.Jonline
affinemaiunng|.]Jsite
affinemaiunng[.Jspace
affinemaiunng[.Jwebsite
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affinemanungl[.]fun
affinemanung[.]site
affinemanung|.]Jwebsite
affineminungl[.]fun
affineminung[.Jonline
affineminungl.]site
affinemiunng[.]fun
affinemiunng[.]site
affinemiunng[.]space
affinemiunng[.Jwebsite
fariepoziitn[.Jonline
fariepoziitn[.]site
fariepoziitn[.]space
fariepoziitn[.Jwebsite
faripoziiton[.]Jfun
faripoziiton[.Jonline
faripoziiton[.]Jspace
faripoziiton[.Jwebsite
fraiopziiton[.Jonline
fraiopziiton[.]Jsite
offebnarugn[.]Jonline
offebnarugn[.]site
offebnarugn[.Jspace
offebnarugn[.]Jwebsite
offebnurgn[.Jonline
offebnurgn[.]site
offebnurgn[.Jspace
offebnurgn[.Jwebsite
offenbarugn[.Jonline
offenbarugn[.]site
offenbarugn[.]Jspace
offenbarugn[.]Jwebsite
offenbaurgn[.Jonline
offenbaurgn[.]site
offenbaurgn[.]Jspace
offenbaurgn[.Jwebsite
alldrings[.Jonline
alldrings[.]Jpow
alldrings[.Jspace
alldrings[.Jwebsite
alledrigns[.]Jonline
alledrigns[.]Jpw
alledrigns[.]site
alledrigns[.Jspace
alledrigns[.Jwebsite
alledrngs[.]Jonline
alledrngs[.]Jpw
alledrngs[.]Jspace
alledrngs[.Jwebsite
dassprahcrohr[.Jwebsite
dassprhcorhr[.Jonline
dassprhcorhr[.]site
dassprhcorhr[.Jspace
dassrpahcorhr[.Jonline
dassrpahcorhr[.]site
dassrpahcorhr[.]Jspace
dassrpahcorhr[.Jwebsite
lenreuzdeknen[.Jonline
lenreuzdeknen[.Jsite
lenreuzdeknen[.]space
lenreuzdeknen[.]Jwebsite



lenruzdeknn[.Jonline
lenruzdeknn[.]site
lenruzdeknn[.]Jspace
lenruzdeknn[.]Jwebsite
lenrzuednken[.Jonline
lenrzuednken[.Jsite
lenrzuednken[.]space
lenrzuednken[.]Jwebsite
lernezudeknen[.Jonline
lernezudeknenl.]site
lernezudeknen[.Jspace
lernezudeknen[.Jwebsite
lernezuednkn[.Jonline
lernezuednkn[.]site
lernezuednkn[.]Jspace
lernezuednkn[.]Jwebsite
lernuzdenken[.Jonline
lernuzdenken[.]Jwebsite
Inruzdeknn[.]Jonline
Inruzdeknn[.Jsite
Inruzdeknn[.]space
Inruzdeknn[.Jwebsite
Irneuzdenken[.Jonline
Irneuzdenken[.]site
Irneuzdenken[.]space
Irneuzdenken[.]Jwebsite
Irneuzednken[.Jonline
Irneuzednken[.]site
Irneuzednken[.]space
Irneuzednken[.]Jwebsite
warhehit[.]Jfun
warhehit[.]Jonline
warhehit[.]Jpw
warhehit[.]Jsite
warhehit[.Jspace
warhehit[.Jwebsite
warhheit[.Jonline
warhheit[.]Jsite
warhheit[.Jspace
warhheit[.]Jwebsite
whrheit[.Jonline
whrheit[.]Jpw
whrheit[.]site
whrheit[.Jspace
whrheit[.]Jwebsite
wrhheit[.Jonline
wrhheit[.]Jpw
wrhheit[.]site
wrhheit[.]space
wrhheit[.]Jwebsite
allerdigns[.]Jpw
deknuzesrtnach[.]fun
deknuzesrtnach[.Jonline
deknuzesrtnach[.]Jpw
deknuzesrtnach[.]site

deknuzesrtnach[.]space
deknuzesrtnach[.Jwebsite
deknzuersntch[.]Jsite
deknzuerstnch[.Jfun
deknzuerstnch[.]Jpw
deknzuerstnch[.]Jsite
deknzuerstnch[.Jwebsite
deknzursntch[.]fun
deknzursntch[.Jonline
deknzursntch[.]Jpw
deknzursntch[.Jsite
deknzursntch[.]space
deknzursntch[.Jwebsite
deknzusrtnach[.]fun
deknzusrtnach[.]Jonline
deknzusrtnach[.]Jpw
deknzusrtnach[.]site
deknzusrtnach[.]Jspace
deknzusrtnach[.]Jwebsite
denkuzesrtnch[.]Jfun
denkuzesrtnch[.]Jonline
denkuzesrtnch[.]site
denkuzesrtnch[.]Jspace
denkuzesrtnch[.Jwebsite
denkzusrntch[.]fun
denkzusrntch[.Jonline
denkzusrntch[.]Jpw
denkzusrntch[.Jsite
denkzusrntch[.]Jwebsite
dknuzersntch[.Jonline
dknuzersntch[.]Jpw
dknuzersntch[.]Jsite
dknuzersntch[.Jwebsite
dknuzrstnach[.Jonline
dknuzrstnach[.]Jpw
dknuzrstnach[.]site
dknuzrstnach[.Jspace
dknuzrstnach[.Jwebsite
dknuzsrntch[.]Jfun
dknuzsrntch[.]Jonline
dknuzsrntch[.]Jpw
dknuzsrntch[.Jsite
dknuzsrntch[.]Jspace
dknuzsrntch[.Jwebsite
dknzursntach[.]Jonline
dknzursntach[.Jpw
dknzursntach[.]Jsite
dknzursntach[.Jspace
dknzursntach[.Jwebsite
dnkzuesrtnach[.]Jpw
dnkzuesrtnach[.Jwebsite
ferehtdwrhl[.]fun
ferehtdwrhl[.]Jpw
ferehtdwrhl[.]site
ferehtdwrhl[.]Jspace
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ferehtdwrhl[.Jwebsite
ferhedtewrahl[.]Jpw
ferhedtewrahl[.Jsite
ferhedtewrahl[.Jwebsite
feriehtdewrahl[.]Jpw
feriehtdewrahl[.]site
feriehtdewrahl[.]Jspace
allerdigns[.Jonline
allerdigns[.]site
allerdigns[.]Jspace
allerdigns[.]Jwebsite
dassprachrohr[.Jonline
dassprachrohr[.]Jsite
dassprachrohr[.]Jspace
feriehtdewrahl[.Jwebsite
ferihetderwahl[.]Jonline
ferihetderwahl[.Jwebsite
warhheit[.]Jfun
whrheit[.]Jfun
wrhheit[.Jfun
kennediewahrheit[.]live
lorketstonker[.]store
neuigkeitenfursie[.Jtech
wahrheitindenaugen[.]Jpw
warhheiiptdaunegn[.]link
warhheiiptdaunegn[.]Jpw
warhheintbaunegn[.]Jpw
warhheintdaunegnl[.]link
warhheintdaunegn[.]Jpw
tribunalukraine[.]Jinfo
lemonde[.]Itd
leparisien[.]itd
washingtonpost[.]ltd
rbk[.Jmedia
allons-y[.]Jsocial
candidat[.]Jnews
franceeteu[.]Jtoday
lavirgule[.Jnews
albayan[.Jme
gulfnewsl.]ltd
sueddeutschel.]itd
obozrevatel[.]ltd
ukraine-inc[.Jinfo
lefigaro[.]Jme
notrepays[.]Jtoday
diplomatie[.Jgouv[.]fm
bmi[.]Jound[.]Jpe
viedo-klis[.]lv
libera-stampal.]it
librelepresse[.]fr
weltereignisse365[.]de
jewishjournall.]Jinfo
makol[.]Jnews
theliberal[.]net



ANNEX 4: DOMAIN NAMES USED FOR REDIRECTS

Single-use domain names

http://google-seo-top[.Jcom/
http://kabuanal.Jcom/
http://nursepedial.Jcom/
http://feevmnetwork[.Jcom/
http://flipforms[.]net/
http://krctekno[.]net/
http://cyclebusiness[.]net/
http://orlysbookstore[.Jcom/
http://dudetonic[.Jcom
http://jeansmax[.Jcom/
http://scott-and-jennifer[.Jcom/
http://cosmowheel[.Jcom/
http://martinsapc[.Jcom/
http://texarkanagunswapl[.Jcom
http://mastermoshail.Jcom/
http://wagexpay[.Jcom/
http://pisipatis[.Jcom/

hnhmapl[.Jcom/
http://schoolofedutainment[.Jcom/
http://fastpundit[.Jcom/
http://elevateyourtaste[.Jcom/
http://silverhouseproperties[.Jcom/
http://siyabongamijali[.Jcom/
http://asoprocafenpal.Jcom/
http://codingsocially[.Jcom/
http://aquaculture-mail.Jorg/
http://goshow[.]Jorg/
http://dropalo[.Jcom/
http://nukabd[.Jcom/
http://ncbid[.Jcom/
http://wafwot[.Jcom/
http://intrnaitonal-haert[.Jorg/
http://ampian[.Jcom/
http://wisedt[.]Jorg/
http://corzap[.Jcom/
http://wunkit[.Jcom/
http://mangut[.Jorg/
http://peachserver|.]net/
http://keymorse[.Jorg/
http://pazwv[.]Jnet/
http://hungnm[.]net/
http://thelucycode[.Jcom/
http://onthegomatchmaking[.Jcom/
http://petliveapp[.Jcom/
http://conduisent[.]Jcarlospalars[.Jcom/
http://elections[.]quick-educate[.Jcom/
http://promesse[.Jtechembassy[.Jcom/
http://guerre[.Jsecuresendportall.Jcom/
http://elections[.]thesharkesign[.]Jcom/
http://1[.]Jparkingonthego[.Jcom/
http://2[.]soderemynd[.Jcom/
http://2[.]villadevendome[.Jcom/
http://1[.]Jviladevendome[.Jcom/
http://article637[.]Jtinkokomarket[.Jcom/
http://1[.]Jsoderemynd[.Jcom/
http://1[.]Jinvestnewspro[.Jcom/
http://2[.]Jparkingonthego[.Jcom/
http://2[.]bestforbuyers[.Jcom/
http://2[.]baneizalfe[.Jcom/
http://pchaibriant[.]leprosypedia[.Jcom/
http://baneizalfe[.Jcom/
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http://inc[.]Jtaxbyjain.com/
http://1.tiagoads[.Jcom/
http://2.tiagoads[.Jcom/
http://trib.sazoom[.Jcom/
http://2.dubaivisatips[.Jcom/
http://1.dubaivisatips[.Jcom/
https://michaelplaxico[.Jcom
https://nexusfall[.Jcom
https://swiftdawn[.Jcom

https://topsnoep[.Jcom
https://ganimas[.Jcom/
https://taapi[.]net
https://tabayn[.Jcom/
https://fibers-it[.Jcom/
https://faptions[.]net/
https://indianrunningday[.Jcom
https://kgscrew[.Jcom
https://sanfranciscosportbetting[.Jcom
https://horseheadnebulal.]Jnet/
https://distibuidoradavico[.Jcom/
https://darklakepublishing[.Jcom
https://solesclean[.Jcom
https://anilkarasah[.Jcom
https://loop42[.Jcom
https://mododuo[.Jcom
https://grupogarcial.Jnet
https://purposeandmindset[.Jcom
https://scoopofhappy[.Jcom
https://arctanium[.]net
https://esmirand[.Jcom
https://marvelbase[.]Jnet/
https://disciplinamental[.Jcom/
https://americanconservativegazette[.Jcom/
https://americanliberalmedia.[Jcom/
https://magnusbetal.Jcom/
https://solveitet[.Jcom/
https://sroutines[.Jcom/
https://savingbrew[.]Jcom/
https://cloudcosmic[.]Jnet/
https://gulfjoker[.Jcom/
https://resouarvel[.Jcom/
https://jaktimnation[.Jcom/
https://smartvell[.Jcom/
https://callleague[.]net/
https://junglesaturn[.Jnet

Permanent domain names

https://urlbox[.Jonline
https://marvelgoodies[.Jcom
https://bighorn-advisors[.Jcom
https://gitver[.Jcom
https://raremotion[.Jcom
https://gooddefr[.Jcom



